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EXECUTIVE SUMMARY

The aim of this study is to present and analyzepttodblem of drive-by download

attacks. Drive-by downloads have become one ofrtbst common ways to infect a
large group of unsuspected users. Attackers tdkaduantage of the functionality of

the Internet and its dominance in various traneastiof everyday life and spread
malware by exploiting vulnerable systems for finahgain.

These client-side attacks launched when visitinanoas web sites have become the
centre of attention for security researchers antlvanus companies. The main
objective of this paper, therefore, is to undemdtand describe the conditions under
which these attacks happen, the weaknesses tlae dhee problem and the effects
they cause on the victims’ machines, in order todgeper to the changes that occur
to the system after the infection. An actual infacfrom malware caused by a drive-
by download intends to support the last task. Thdys furthermore, spreads on the
main techniques known today as a detection meamafois malicious web pages and
the challenges associated with them.



1 INTRODUCTION

A few days ago about 55,000 web sites were com@@nby cybercriminals with
malicious iFrames targeting to infect with explsdripts every user that visits them
[1]. The installation of a number of malware in leaser’'s machine comes to be the
result of these attacks, the so caltetve-by download attack#\ similar large scale
attack became known last May, when more than halflleon web pages distributed
a variant of the Zlob Trojan to unsuspected udemugh malicious JavaScripts [2].

Drive-by downloads are caused when a user visitgelasite that exploits browser
vulnerabilities and launches the automatic downlaad installation of malware
without the knowledge or permission of the usere Thriety of client applications
installed in web servers and personal computers givough space to attackers to
find vulnerable systems to attack. According to, [@Jnost 80% of web users are
using unpatched versions of Adobe Flash and AcrBleaider, popular web browser
plug-ins.

An eruption of drive-by download attacks is obsdrietely. Sophos, in the Security
threat report of 2008, claims that a new infectadeis discovered every 14 seconds
[4]. At a level this increase is resulting from thleange of the web. Internet has
become an essential part of our everyday life. Bankansactions, shopping, news,
social networking are just a few of the possilaitiand web browsers are the media
to perform these activities. On the other hand,gfeat importance of the web has
lead cybercriminals towards it, using it as thel tmoperform their illegal actions.
Over the last two years, a continuously increasinghber of legitimate sites are
being attacked, making the death of trusted sifastd5]. UK government web sites,
companies in the malware sector like F-Secure aamp&rsky are among the victims
of these attacks [6, 7, 8].

Along with the Internet evolution, the design anske wf malware has changed
dramatically. Today malware use more stealth mdsh@and polymorphism to

avoid being detected. Crashing the system is et thain target anymore. Most of
the web malware are intended to either steal tk€supersonal information, such as
credit card details and passwords, or cause thenvimachine to join a botnet [9].

Compromised computers belonging to a botnet arernd control of the attacker.
It is considered a major security problem as spath@enial of Service attacks are
initiated by them.

Malware drive-by downloads are a new challengethas prevalence seems to be
increasing more and more in malware distributidacikis. They are a serious threat
for the safety of the Internet, so understandirggdétails of these attacks is of major
importance.



The remainder of this paper is structured as f@la®ection 2 provides a background
based on some statistics on drive-by download kdtaSection 3 gives a more
detailed analysis on the steps followed when aedoy download occurs and the
techniques used in both the server and the clienhject malicious code. The
changes caused in the user’s system by implemedtimg-by download infections
are analysed in Section 4. Section 5 includes eudsson on some of the detection
methods used to identify malicious URLs and, finebection 6 concludes.

2 BACKGROUND

A study carried out by Google during the year 2087 Ch.4] reveals that
approximately 1.3% of the incoming search queneSadogle’s search engine returns
at least one malicious URL, which shows that aiS@ant portion of users might be
exposed in drive-by download attacks. The graplowelaken from that study,
shows that during the period of January 2007 tookuet 2007 the percentage of
queries returning a harmful URL increased morerance every month.
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Figure 1: Search results containing a harmful URL

The same study sorted out in categories a nhumberaditious URLs according to

their function and subject. Figure 2 shows thiggatization. The outcome of this is
that web sites from all categories are possiblalicates for launching a drive-by
download attack. Even if users are careful in migilegitimate sites and avoid the
ones that theoretically are more “dangerous”, asitds for example, they are always
at risk in getting infected.



Figure 2: Malicious URLs per category

An indication on the volume of drive-by downloatbaks launched by compromised
web sites due to iframes and exploit code is pexvidy ScanSafe’s results on web-
based malware blocks during 2008. According toAheual Threat Report “in 2008,

an overall average of 57% of all ScanSafe web ma@vblocks were due to iframes

and exploit code resulting from website compromemampared to 21% of blocks in
2007” [10, Ch.4].
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3 ANATOMY OF A DRIVE-BY DOWNLOAD

3.1 PHASES OF A DRIVE-BY DOWNLOAD ATTACK
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Figure 4: The typical steps of a drive-by downladigck.

When a drive-by download occurs, the following stapually take place as shown in
Figure 4.

1) The attacker compromises a legitimate web serveireserts a script in a web
application.

2) The victim visits the web site that was compromised

3) The web server sends along with the requested thegacript the attacker
injected. This script executed is either the ex™oript or a script that imports
it from a central exploit server. This import igher a direct inclusion of the

\]



resources from the remote server or a number ofettns the browser is
instructed to follow.

4) A redirection starts from one web server to theepthat actually play the part
of hop points.

5) After following a number n of redirections the wmotreaches the central
exploit server.

6) The server sends the exploit script.

7) The attacker gains control over the victim's systeafter exploiting the
vulnerability that was targeted.

8) The exploit instructs the browser to visit the madevdistribution site. This is,
actually, when the drive-by download starts.

9) Malware executables are downloaded.

10) The victim’s computer automatically installs anceutes the malicious

code.

3.2 INJECTING MALICIOUS CODE INTO A WEB PAGE

The starting point for the adversary is to contadegitimate web server or a web
application to be able to insert a script that wilecute malicious code when run.
The ease of setting up and deploying web sites thed number of different
applications used to operate theses sites make thsk even easier. A variety of
automated tools that do the whole job instead eftltome to scale up the attacks.
The things attackers most commonly take advant§gecoording to a research from
Google on the current state of web-based malwdareQh. 4], are a non-secure web
server, user contributed content, advertisemertghard-party widgets.

3.2.1 INJECTION MECHANISMS

3.2.1.1 WEB SERVER SECURITY

Keeping the web server secure and ensuring thecapphs used for the web site’s
existence are updated with the most recent seqoaityhes is an important security
practice that administrators tend to pass by. SoBwunning on the web server, if
outdated, gives the space to the attacker to explell known vulnerabilities and
thus, gain control over the server and modify tled site’s content.

For years the Internet Information Services Welv&ewas the major target for the
attackers, because it was prone to multiple vubiktias that allowed them to have
access to the database and other sensitive datafiguration files [12, 13].

Malicious content can be inserted as an entry ital@dses using SQL injection
techniques [14] or by taking advantage of vulnditas in scripting applications like
PHP, ASP, Perl, Python etc. These vulnerabilitrescaused by programming code
errors and if exploited by an attacker, he wouldabke to have direct access to the



operating system and make calls to functions agsatito system processes and
resources.

A known vulnerability in PHP is an SQL injectionImarability in Invision Power
Board that allows an attacker to manipulate da@basords [15]. A second one, also
in PHP, has to do with the XML RPC Remote Commalrscution. The lack of
input validation gives the possibility to adversarto remotely insert arbitrary code
that will be executed by the xmlrpc.php script [16]

3.2.1.2 USER CONTRIBUTED CONTENT

Many web sites as for example forums, blogs, buallbbards are web applications
that allow their users to contribute their own emtin the form of comments,
reviews etc. The lack of input validation and chegkallows every user to enter
arbitrary HTML anywhere in the page user inputaguested. Attackers can insert
code including “iframe” or “script” tags and exposeery user seeing the post to the
exploit script containing malicious code.

The cross site scripting attack (XSS) is relevarthts weakness [17]. The last years,
it is thought to be one of the most dangerous aefeped method for attackers,
because it is easy to implement. Many securityderis have been recorded, in
which an XSS vulnerability causes malware to sprdad2006, an XSS worm
exploiting a high level application layer appeamredMySpace [18], while in 2007,
another worm affected more than 650.000 userseokdtial networking site Orkut
[19].

3.2.1.3 ADVERTISING

Advertising is usually achieved by large advertiscompanies that provide a fixed
piece of code to be inserted in web pages. Thisepié code, therefore, is not directly
controlled by the administrator of the web sitet iaplays the advertisement, which
means that the company should be trusted for raiging malicious content. This
condition by itself is a security weakness thatdpees worse by the increasing use of
ad syndication. Ad syndication “allows an advertiso sell advertising space to
other advertising companies that in turn can yatragyndicate their content to other
parties” [20, Ch. 5.2]. Trust is difficult to exisihhder these conditions and absolute
control of the content cannot be achieved, asriglsivisit to a single web page can
result in content being delivered from multiple dons across the globe” [21].

Adversaries find this as an attractive way to insaalicious content to popular web
sites that display advertisements without making effiort to compromise the web
server and search for vulnerabilities. It is a teghe in which malware can be spread
widely if the target are advertisements in populeb sites. News and media
advertising networks and online gaming websiteseqaften become the target of
these attacks. Malicious advertisements were disdlan eWeek home page by



Google’s DoubleClick, a platform for displaying altising, in February [22] and
another incident was noticed in May, in the Digig&dy, a British web site with
entertainment and media news [23].

3.2.1.4 THIRD-PARTY WIDGETS

Third-party widgets are scripts provided by thirartpes that are commonly used to
provide extra functionality to a web site. Mosttbém are accessed through a link
contained in an external javascript or iframe. Tihk leads to the web site that hosts
the widget. What can go wrong in this case is th&sibility an adversary changes the
code of the widget without the knowledge of the wehlster and serves malicious
content. This is the reason a third party provindgets should be trusted, which,
similarly to advertising, is not feasible.

3.2.2 AUTOMATED TOOLS

A variety of exploit toolkits that perform vulnenfity scanning and automate the
attacks is widely available in the Internet. Manfytbem have a graphical user
interface and simple design and don’t require desghnical knowledge to run
attacks. According to an article in the BBC New4][2n 2007, when the article was
written, there were over 68000 downloadable hackoais. Among the most popular
are:

» MPack: It is a tool using cross-site scripting tdehiframes in compromised
sites that redirect the user who visits it to ttiacker’'s malicious web site. The
tool based on the browser type and the operatistesy installs the most
suitable exploit script to the user’'s system andt ifucceeds it sends the
malicious file [25].

» El Fiesta: This is a tool targeting exclusively AdoPDF formats. PDF
exploits have risen sharply during the last yearstey a number of security
patches to be released.

» Neosploit: With functionality similar to the MPack,is said to be responsible
for injecting malicious code to more than 80000itiegate web sites. In
October 2008, it came into sight after it was réaedhat more than 200000
login credentials from organizations in 86 courgtngere stored in a server
hosting the toolkit [26].

3.3 EXPLOITATION STRATEGIES
The exploit of vulnerabilities in the user’'s syst&rthe next important step for the
adversary in order to gain control over his compukao are the main ways used by

the attacker to pass the exploit script into ther'gssystem, exploiting software or
tricking the user [11, Ch. 5].
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Another method that was widely used in the past Wwasremotely exploiting
vulnerable network services, via worms for examfleis is not successful lately,
because of the use of protection mechanisms tersysersonal computer. Firewalls
and Network Address Translators, by filtering theaming connections, prevent the
attacker to connect remotely and exploit servic@sing on the user’s system.

3.3.1 EXPLOIT SOFTWARE

Exploiting software on a user’'s computer may tamgéter the browser or external
programs launched automatically including browdegpns or common file formats.
Users’ ignorance or negligence leaves their conmputenning insecure applications.
According to some statistics gathered from the Bic®SI| [27], about 42% of
computers have more than 11 unpatched applicatidmesse unpatched applications
carry vulnerabilities that allow the adversary twaessfully exploit them and start a
drive-by download attack. SANS Institute has listdkee top 20 most critical
vulnerabilities that are massively exploited in W&l [28].

3.3.1.1 BROWSER VULNERABILITIES

Web browsers are maybe the main target at the salyes effort to exploit software
on the user's computer. And the most serious thiedahe remote execution of
arbitrary code by exploiting in most of the casdsuffer overflow vulnerability [29,
Page 9]. Cross-site scripting comes as the secbrideomost dangerous threats.
Figure 5 shows the total vulnerabilities of the tnesed web browsers observed from
2004 until today [30]. The graph includes vulneliéibs listed from Secunia.
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Figure 5: Web browser vulnerabilities, 2004-2009

JavaScript, VBScript and Ajax are technologies graéed with web browsers, as
they support dynamic client-side content. The diisatage of these technologies,
that attackers take full advantage of, is that thlegre the same address space with
the browser and they are placed on the browsegp.hE&he attacker makes use of
that and with the use of a piece of scripting c@tie exploit script) he loads the
shellcode into memory and executes it. Heap spgaysna technique used by
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attackers to make browser exploitation based oaSaipt more reliable [31, 32].

The browser heap is filled with multiple copiestbé shellcode and when one of
these copies is placed at a desired, by the attaldaation in memory he redirects
the program control flow to the shellcode.

ActiveX is another technology used by web browsamd misused by attackers.
CNET Glossary defines it as “a broad set of teabgies and services based on
Microsoft's Component Object Model (COM)” [33]. AeeX controls are small
programs implementing plug-in support and allowiaginteractive content, such as
spreadsheets. This means that a user can viewptbadsheet in his browser without
having to open it with an external application. ActiveX control’'s code can easily
be changed by attackers with malicious code, iragp similar to the scripts written in
JavaScript. An example is the MPEG2TuneRequestvaxtiControl. Attackers
found a remote code execution vulnerability in ttositrol and exploited it to inject
malicious code to the user’s system [34].

3.3.1.2 PLUG-IN VULNERABILITIES

Plug-ins are programs developed from third partiesextend the browser’s
functionality. Most of them are written in C lang@awhich is not considered a safe
language and, thus, the plug-ins are susceptiblesuloerabilities like buffer
overflows, memory corruption issues and pointemavies [35, Ch.1].

Many of them are executed in the context of thevsay, meaning that they get high
privileges on the browser and the operating systaththey, furthermore, share the
address space with the browser. All these combgnezla nice target for the attacker
to exploit [36, Ch.2].

Every browser supports many different plug-ins nalde media playback, software
updates, Java applets or Microsoft Office and PB¢uchents view. Common targets
appear to be the Adobe Flash Player, Adobe Redgmle’s QuickTime, Real
Player, Microsoft's Media Player, plug-ins a langember of users install in their
browsers. Table 1, taken from [37], shows the modely used plug-ins, according
to the percent of users that have installed ibh@rtcomputer, and the browsers that
support it.

PLUG-IN VENDOR USERS(%) BROWSER
Flash Player Adobe 98.8 All

Java Sun 84.0 All

Media Player Microsoft 82.2 IE only
QuickTime Playel Apple 66.8 All
Shockwave Playe Adobe 55.6 All

12



Real Player Real Networks 47.1 All

Table 1: Usage percentage of popular browser plag-i

CVE VULNERABILITY
CVE-2009- Adobe Reader 9
0658

CVE-2009- DX Studio Player Firefox Plug-in Command Injection
2011

CVE-2007- Adobe Flash Player ActiveX Control Universal Cross-
6244 Site Scripting Application

CVE-2006- Adobe Flash Player Code Execution (Action Script)
3311

CVE-2005- Apple QuickTime Malformed GIF Heap Overflow
2340

CAN-2004- Sun Java Plug-in Arbitrary Package Access
1029 Vulnerability

Table 2: Examples of known vulnerabilities in brewplug-ins

Table 2 displays a small sample of well-known vedbdities found in browser plug-
ins. The CVE (Common vulnerabilities and Exposur§&3] identifier of the
vulnerability is presented and a short descriptibthe vulnerability.

3.3.1.3 FILE FORMAT VULNERABILITIES

Word, Excel or PDF documents are, also, used aayatevinject malicious code to
the victim’s computer. Vulnerabilities found in dilformats make it easy for the
attacker to attach malware to these documents.nidlecious files are distributed
either as email attachments or by visiting compsaai web sites. When the
associated editing program opens the file the éxp@ocarried out that will finally
lead to the drive-by download.

CVE VULNERABILITY

CVE-2006- Word Malformed Object Pointer Vulnerability

2492

CVE-2006- PowerPoint Remote Code Execution Using a
0022 Malformed Record Vulnerability

CVE-2006- Word Malformed Data Structure Vulnerability

6456

CVE-2007- Excel Malformed Record Vulnerability

0671
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CVE-2007- Drawing Object Vulnerability

1747

CVE-2008- Macro Validation Vulnerability
0081

CVE-2008- Word Record Parsing Vulnerability
2244

Table 3: Vulnerabilities in Microsoft Office suitéife formats [39, p.53]

PDF exploits were one of the main highlights of veeglgurity in 2008 [40]. Attacks
targeting PDF file formats rise in exponential thys. Figure 6 shows the attacks
carried in Adobe Reader each month in 2008 [3%]p.5

. B CVE-2007-5659
el —— G e ! N

Figure 6: Adobe Reader exploits by month, 2008

3.3.2 TRICK THE USER

The method of tricking the user is used when thacker finds no exploitable
vulnerability. It is a form of social engineerindh@n trying to lure the user to follow
links that either lead to a malicious site or tpame that asks the user to download
and run certain programs that are, actually, madvexecutables that end up installed
in the user's computer. These programs appear ta bpecial codec or plug-in
needed to display the content or even an anti-yaragram that performs a fake scan
on the user’s machine and displays virus alerts.
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Q Message Box Object Error

¥ideo ActiveX Object Error:
Your browser cannot display this video File,

You need to download new version of Yideo
Activex Object ko play this videa file,

To downlazd and install Actives Object click Continte.

e

Clcllclolele

Figure 7: Example of a web page requesting
an ActiveX plug-in to play a video file.

A massive threat lately is the rogue anti-virusgoams. Advertised in well-designed
web sites that appear to be professional and regfig, they target on the computer
user's fear. Continuous virus alerts and warningeu& the system having been
infected with serious threats make the user inttiallmalicious executable. Usually,
he will be asked to buy the fake anti-virus to rgmahe threats and that way the
attacker will be able to gain personal informatend credit card details [39, p.92-
99], [41].

2 Windows Protection Suite - Home - Microsoft Internet Explorer

Fle Edt ‘View Favorites Tools  Help

(€L 1= | Search Favorites {7 > 3
Acdress | @] httpy/Jwindowspr e.comf v Beo ok
-
WINDOWS Language Engich

Protection Suite

Product By now Threat center FAQ

Windows Protection Suite

Powerful and efficient internet antivirus suite
B Protection against virus threats
& Intelligent protection against spyware and malware ’

B Protection for ICQ and IM clients "ﬁJ
& Low CPU load J
e
— e — — S nic
Internet Threats Free Online Scanner Features v
#&] Dore ® Internet

Figure 8: Windows Protection Suite
Rogue Anti-virus Website
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4 IMPACT OF DRIVE-BY DOWNLOADS ON THE USER'’S SYSTEM

As discussed before, a drive-by download usualityaies a number of downloads

and installations, after the successful exploitatb a vulnerability in the browser or

one of its plug-ins. The executables are malwaex Udsr different purposes that

cause changes to the system state and affect éns nsachine depending on their
type. The main changes are observed in the regidtey system’s processes and
network’s activity.

4.1 SYSTEM CHANGES
4.1.1 REGISTRY CHANGES

The registry according to The Microsoft Computerctidnary is “a central

hierarchical database used in Microsoft Windows rafpey systems to store
information that is necessary to configure the esystfor one or more users,
applications and hardware devices” [42]. Whenevera#icious program is installed
on a computer, it modifies some of the registryskeyorder to gain some privileges
on the system. These malicious modified and deletgdstry entries can affect the
computer’s operations and its performance andtbanefore, cause serious damage.

4.1.2 RUNNING PROCESSES AND FILE ACTIVITY

The automatic execution of binaries increases ateothhe number of running
processes. In some cases it is increased in slagth that the system’s processor
cannot handle the overhead and “crashes”. The gsesestarted by the execution of
the malware are often associated with multiple Gleations, modifications and
deletions. A common strategy malware follow is thplacement of critical files of
the operating system, like Dynamic Link Libraryesl (.dll files). Malicious files
masquerade as the original files aiming to injaentselves in running processes and
change or manipulate their behavior and consequénd behavior of the linked
programs.

4.1.3 NETWORK TRAFFIC

An increased network activity is the result of ey a malicious web page. HTTP
connections are the most prevalent due to the laugeber of downloads that are
initiated automatically when the exploitation swede. It is also a common tactic for
malware to scan for other vulnerable systems inLiAN of the infected host and
start sending numerous TCP and UDP packets in todesten to open ports.
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4.2 IMPLEMENTING DRIVE-BY DOWNLOADS

In order to test the effects of drive-by downloadsa system, a virtual machine was
set up using the VMware Workstation v6.5 to isol#te host system from the

damaging -- that malware may cause. The virtualhingcruns under Windows XP

Professional. A number of programs were installedhe guest operating system,
necessary for the observation of the changes.

 HDF is a hard disk firewall that prevents malware atifen. When activated it
blocks unwanted software from storing to the corap{#3].

» Process Monitors a monitoring tool that shows real-time file gyst registry
and process/thread activity [44].

» Wiresharkis a network protocol analyzer that enables livetwa of network
traffic and offline analysis [45].

Malicious URLs, already detected for starting d#byedownloads, were chosen from
the “Malware Domain List” [47] and the “Malware URI[48] websites that record
any domain or IP address responsible for spreadadgcious executables.

4.2.1 FIRST DRIVE-BY DOWNLOAD ATTEMPT

The first attempt to start a drive-by download whg visiting the URL
http://219.148.34.10/sss.exXEhis domain is registered at the site as knowsptead

a Downloader. A Downloader is a malware whose belavs to connect to the
Internet and download other malicious files likgian horses or adware. The first try
was with the HDF firewall activated to check if thek is active and there are
blocked entries in the log file. The result canseen in Figure 9 below, where it is
clear that the file sss[1].exe was blocked as mtéd by the value <1> in the third
field.

— I iy e, v

— o i e, e e m——— i I e wee -

INFORMATION' _RESTORE{9CHC391B-D680-4AF5-899C-8B98B4D051BF }\RPS\ADOD70O7 5. BAT

2009/08/28 16:49:15 <0> 1128:svchost. exe 5-1-5-18 C:“\SYSTEM VOLUME

INFORMATION' _RESTORE{9CEC3I91B-DEBO-4AF5-899C-8B98B4D051BF }\RP5\ADDOTOT77. SYS

2009/08/28 17:14:59 «C> Configuration: Oxa0000009

2009/08/28 17:14:59 <C> Extensions:

LEXE;.DLL;.S5YS;.BAT;.CMD; .OCX; . COM; . VBS; . VBE; . PIF; . SCR; . CHM; . DRV; . HTA; . SHS; . WMA; . WSF; . WSF
CPL CAB LJSE

2009J08/28 17:14:59 <C> LogPath: C:\PROGRAM FILES\ABATIS\HDF\LOG\

2009/08/28 17: 14 EER<1> 3252:IEXPLORE. EXE —5-21-5159671 54245 30

pRea £2s (1], Xt P =y s
2009/08/28 17:20:10 <l> 3792:IEXPLORE.EXE 5-1-5-21-515967899-8542453598-509485475-1003
C:“DOCUMENTS AND SETTINGS“NIKI%LOCAL SETTINGS'\TEMPORARY INTERNET FILES“CONTENT.IES

Figure 9: Part of the HDF Logfile showing the bledkexecutable
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Making sure the malicious URL works, | visited he&ge again but this time with the
HDF de-activated. After allowing the executableua, | opened the HDF log file to

check for the entries. As expected the sss[1].exiew by the iexplore.exe process
was allowed to get installed in the system.

Moreover, we notice that some seconds only laterekecutable file triggers the
automatic download and installation of a numberotiier executable files and
libraries. At the screenshot in Figure 10 we sed these files are named bho.dll,
miniup.exe, play.dll, ser.exe. The download corgswwthe same way by the
executable miniup.exe this time which downloadsntneidll.dll, up.dll, kvon.dll and
fvy.dll. It is, also, noticeable that each filebising installed twice.

" HOF logfile.txt - Notepad : _ == |
File Edit Format View Help

2009/08/27 00:03:53 <0> 1192 :IEXPLORE.EXE 5-1-5-21-515967899-854245398-509485475-1003 -
C:\DOCUMENTS AND SETTINGS'NIKI'LOCAL SETTINGS'.TEMPORARY INTERNET FILES'\CONTENT.IES
|| \KBRFAXYW\S55[1] . EXE

2009/08/27 00:04:08 <0> 1B08:s55[1].exe 5-1-5-21-515967899-854245398-509485475-1003

€ \DOCUME~1\NIKI"LOCALS~1"\TEMP" TM1E"BHO.DLL

2009/08/27 00:04:08 <0> 1808:555[1].exe 5-1-5-21-515967899-854245398-509485475-1003

C 1\ DOCUME~1\NIKI\LOCAL5~1"TEMP  TM1EY\BHO. DLL

2009/08/27 00:04:08 <0> 180B:sss[1].exe 5-1-5-21-515967899-854245308-509485475-1003

€ : \DOCUME~1 "\ NIKI"LOCALS~1"TEMP" TMLEYMINIUP. EXE

2009/08/27 00:04:08 <0> 1808:555[1].exe 5-1-5-21-515967899-854245398-509485475-1003

C 1 \DOCUME~1 \NIKIYLOCALS5~1TEMPY TM1ENMINIUP. EXE

2009/08/27 00:04:08 <0> 1808:s5s55[1].exe 5-1-5-21-515967899-854245398-509485475-1003
C:\DOCUME~L1\NIKI"LOCALS~1\TEMP\TMLE PLAY.DLL

2009/08/27 00:04:08 <0> 1808:s555[1].exe 5-1-5-21-515967899-854245398-509485475-1003

€ :\DOCUME~1\NIKI'\LOCALS~1"TEMP \ TM1E\PLAY. DLL

2009/08/27 00:04:09 <0> 1808:ss5[1].exe 5-1-5-21-515967899-8542453958-509485475-1003

€ \DOCUME~L\NIKI"LOCALS~1"TEMP" TML1E"\SER.EXE |
2009/08/27 00:04:09 <0= 1808:555[1].exe 5-1-5-21-515967899-854245398-509485475-1003
C:\DOCUME~L\NIKI"LOCALS~1\TEMP"TM1E" SER. EXE
|1987/08/27 00:04:14 <0> 0352:miniup.exe 5-1-5-21-515967899-854245398-509485475-1003

C :\DOCUME~1\NIKI%LOCALS~1\ TEMP \YYC/B3ZI\MINIDLL. DLL
|1987 /08,27 00:04:14 <0> 0352:minjup.exe 5-1-5-21-515967899-854245308-509485475-1003
C:\DOCUME~1 \NIKI"LOCALS~1\TEMP"YYC/B3ZI\MINIDLL.DLL

1987 /08/27 00:04:14 <0> 0352:minfup.exe 5-1-5-21-515967899-8542453958-509485475-1003 5

Figure 10: Part of the HDF Logfile showing a numb&downloaded files

Two seconds later the sss[1].exe starts instatlifigrent files at the WINDOWS and
WINDOWS/System3@irectories of the hard disk. These directories af major
importance in every version of Microsoft Windowgchuse they contain the core
operating system files. The malicious files tryget themselves installed. After a
while a file named sss[2].exe is downloaded in Teenporary Internet Files folder
and a number of other downloads, triggered froncthE.0.tmp process, follow.

Turning off the HDF protection about 5 minutes taldocked the download of
further files. An entry in the log file shows thaffile swflash[1].cab was tried to get
downloaded after that point. This could contaiegiheeded to install a Shockwave
Flash ActiveX control or display Shockwave Flashdradile.
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4.2.1.1 ANALYSIS OF RUNNING PROCESSES AND FILE SY&W ACTIVITY

2f Process Monitor - Sysinternals: www.sysinternals.cor -8 . " = | =S

Filteroilio

EH | RBE | TAS® #A5 HEL DM
Time of... Process Name PID  Operation Path =
12:04:07. %le«plorﬁ.m 1152 &F‘mcess Create C:\Documents and Settingsniki'.Local Settings' Temporary Intemiet Files'\Cortert [ESWKBRFAXY W sss[1] exe

12:04:07... gBiess][1]exe 1808 & Process Start
sss[1] axe 1808 ri'{f'lhread Create
07... Biexplors exe 1152 gﬂoseﬁle C:\Documents and Settings“niki’.Local Settings' Temporary Intemet Files'Contert |[ESWKERFAXY Wsas[1] exe

1132 ':-}Ouer}'Open CAWINDOW Shsystem 32 browsewi dil
1808 I;&Ouen« MNamelnform...C:\Documents and Settings"nikitLocal Settings' Temporary Intemet Files'\Cortent |[ESWKERFAXY W hsss[1] exe
04:07... 1802 £%load Image C:\Documenrts and Settings'niki'\Local Settings'\Temporary Intemigt Fles'\Contert |[ESWKERFAXY W azs[1] exe
12:04:07... 3 1808 &Y Load Image C:\WINDOW S'system32\ntdll dl
12:04:07 . & 1808 BOueryNameInfonn...C:"-.Documerds and Settings*niki‘Local Settings‘Temporary Intemet Files'\Content [EB\WKBERFAXY W sss[1]exe
12:04:07... sl 1808 BHEEdF“E E: i
4| nr 3

Figure 11: Processes and file system activity sampl

After opening the malicious web page, sss[1].eXaeing downloaded and cashed in
the Temporary Internet Files folder. Below it isvgmn a basic description of the
processes that run from that point and on andileystem activity, after analyzing

the results displayed by Process Monitor.

» The iexplore.exe process initiated by Internet Brgrl executes the file
sss[1].exe from the Temporary Internet Files fglésrseen in Figure 11.

» The sss[l].exe process starts and creates a filkeirPrefetch folder of the
Windows directory in order to ensure a quick stgrtwhen the computer is
turned on.

» During its execution it loads images of .dll filkem the System32 directory
and accesses operating system’s files to get loafsionation about each file
like the file’'s name and its length, file attribsiféts creation date or the time it
was last accessed and written.

= At the same time it downloads a number of otheicimals files that installs in
the newly created folder called tmle in the dirgct@:\Documents and
Settings\'user’\Local Settings\Temphe files, as mentioned before, are the
miniup.exe, bho.dll, play.dll and ser.exe. In Fgut2 a number of file
operations concerning the installation of bho sliflisplayed.

2 Process Monitor - Sysinfernals wiwiv.sysinternalz.corn SRR SR SN SEE——" o |ﬂl

H RABE | TAS  #8 2BLADN
Time of... Process Name PID Cpergtion Path -

12:04:08... 8 sss[1].exe 1808 CreateFile C\Documents and Settings'niki®Local Settings* Temp“tm1e‘bho dil

12:04:08... pisas[l]exe 1808 =hCreateFile CA\Documents and Settings'nikitLocal Settingst Temp'tm1e'bho dil zax

12:04:08.. piisss|1]exe 1808 :jiuQueryﬁd'tributeTagFile ChDocuments and Settings'nikitLocal Settingst Temp'tmie'bho dll zgx
12:04:08... pigses1]exe 1308 EAQuer}'BasmlnformationHIe C\Documents and Settings'nikitLocal Settings' Temp'tm1e'bho dil zgx

12:04:08... pisss[l]exe 1808 ';:lCreateFiIe CDocuments and Settings'nikitLocal Settings' Temp'tmle

12:04:08... sss['ll.eaf.e 1808 gsSetF{enameIrrforrnationFile C\Documents and Settings®niki®Local Settings'Temp'tm 1e'bho dil zgx

12:04:08... psss[l]exe 1808 '33\CreateFiIe C\Documents and Settings*nikitLocal Settings* Temp'tm e

12:04:08... sss['l].exe 1808 i_:i\EJoseFlle C\Documents and Settings*niki*Local Settings'Temp'tm1e

12:04:08... pEisss[1]exe 1808 5\Uoseﬁle CADocuments and Settings'nikitLocal Settings' Tempitmle

12:04:08... pigsss[]exe 1808 r‘_:‘?uGDSEFIb CADocuments and Settings'nikitLocal Settings' Temp'tm1e'bho dil e
Fl 1T ¥

Figure 12: File operations during the installatadrioho.dll
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Then it starts a regsvr32.exe process, a procesbeoRegister Server. As
shown in the “Details” section the comma@d \ WINDOWS \ system32 \
regsvr32.exe /u /s “C:\WINDOWS\system32\c671.wids executed in order to
unregister a server silently, without displayiny amessage boxes.

Following that, the process miniup.exe was staligdhe sss[l].exe process
which, also, makes sure to create a file in théefale directory. The creation
of the miniup.exe process is shown in Figure 13.

Miniup.exe in its turn downloads the files mini@ll. and up.dll that installs in
a folder named yyc7b3zi in th€:\Documents and Settings\'user’\Local
Settings\Templirectory and the files kvon.dll and fvy.dll theastalls in the
directoryC:\WINDOWS\Downloaded Program Files

/=¥ Process Monitor - Sysinternals: www.sysinternals.com |M
FH | ABE | vAS® | #AKF | ZE LD
Time of... Process Name FID Operation Path =
12:04:14. . 'r'i;: szz(1] exe 1808 %Headﬂle CADOCUME™ 1'wnikLOCALS™ 1\ Temp'tm 1e\miniup exe
12:04:14... plsss[l]exe 1808 &Y Process Create CADOCUME™T'niki®LOCALS ™1\ Temp'tm 1e\miniup exe
12:04:14... pEminiup.exe 352 &Y Process Start
120414, Eiminiup exe 362 &f Thread Create
12:04:14. sldsss[1]exe 1808 ﬁnﬁoseﬁle CADocuments and Settingsniki\Local Settings'\ Temp'tm 12 \miniup exe

12:04:14. 4 ss3(1] exe 1808 ';aanF\'.eadFlIe CHAWINDOW S system32\user32 dl

12:04:14... gEgminiup.cxe 352 3\Query MNamelrformationFile  CADOCUME™ 1'nikiLOCALS 1\ Temp'tm 1&\miniup.exe

12:04:14... miniup Exe 352 EF Load Image CHADOCUME™TvnikinLOCALS ™1\ Temp'tm 1e\miniup.exe

12:04:14. pEminiup exe 352 .E;"" Load Image CAOWINDOWS gystem32hmtdll dll

12:04:14. pEminiup exe 352 B\Quew MNamelrformationFile  CADOCUME™1'nikiLOCALS 1"\ Temp'itm 1e\miniup exe ni

] I b

Figure 13: Creation of miniup.exe process

Next, it sets the offset of the end of the file ta@fre.Log, contained in
system32\config directory. This offset’s value lsanged a few times again.
software.Log is a log file that keeps the changesde whenever new software
Is installed in the computer.

Two separate rundlI32.exe processes are startedtfre miniup.dll process to
run the kvon.dll and fvy.dll files.

The sss[1].exe process after using information ftomn files it downloaded
before, it continues with the installation of madigs files whose names are
random characters. Among them there are the filBsl.dll, 67751.exe and
c671.dll installed in the system32 directory. Tlastlone according to the
PrevX malware specification documents [49] is resae for creating and
registering a Browser Helper Object in Internet lExgr.

A rundll32.exe process is created after that totienc671.dll file.

The rundll32.exe process started from the miniup@rocess creates a folder
in the directoryC:\Documents and Settings\All Users\Application Dahere
.dat files are installed. It, moreover, downloaiissfin the Temporary Internet
Files directory.
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» sss[l].exe having installed earlier the file 67@X#. starts the corresponding
process. This file is known, according to PrevX][5® modify Windows
initialization and system settings, gain partiahttol of the system and of
input and output, create, delete or execute otfeargsses.

» Another 67751.exe process is started after a feonsks by services.exe that
loads a number of process images and then exits.

= 5cl.dllis run with the creation of another runéli&xe process by sss[1].exe.

» A sss[2].exe file is downloaded and stored in tremporary Internet Files
folder and a cml10.tmp file stored @x\Documents and Settings\'user’\Local
Settings\Temp

= cmll0.tmp process is created and started by theingrrundll32.exe process
that continues with the download of the file tadié@1[1].1z in Temporary
Internet Files.

= More files are being created in the new directdaygl tin C:\\Documents and
Settings\All Users\Application Dat®&mong them .swif, .gif, .js file types are
sorted out.

» A rundll32.exe process is started again and aftehige creates and initiates a
RunDII32.exe process instructed to execute a cnhpidlfile. RunDII32.exe is
a malicious file that appears to be the same whth Windows executable,
though the upper-case letters in its name statettignot. It masquerades to
the rundll32.exe, but in fact it is an executaldsigned to play advertisements
and thus considered to belong in the group of agwar

i Som— m— 2 " = Elgg
,I:'f Process Momitor - Sysinternals: m.n.l\.n.m.l:;:_:\',r_lsmtem.':![s'..:_~

File Edit Event Filter Tools Options Help

=d | ABE | TAS® #5 ZEBADN

= & il ] '!26§1~- ] aaﬁ
12:04:52... | |RunDli32exe 1264 r._ﬂ"l'hread Create
120452, | 1']Hunl]ll.?uE.ns-a-:yE! 1264 ;:a\Quer'_.rNamelrrfurrnatiunFile CAWINDOW Sevstem 32 undl 32 exe

| Timeof... Process Name FID  Operation Path =3
12:04:52 ;| -]n_lnclll32.exe 620 :-_:}CreateFiIe CAWINDOW Shaystem 32 Run DI 32 exe Manifest
12:04:52.. ancIII.e 620 rocess ate CAMWINDOW S'system32WRun D32 exe

12:04:52 ;"]HunDIIBE.exe 1264 &% Load Image CAMWINDOW Shsystem 324undll 32 exe |
12:04:52. | ']HunDIIBE.exe 1264 & Load Image CAWINDOW Sheystem 32ntdll dll

12:04.52... :__1]HunDII32.exe 1264 Bk QueryNamelrformationFile  CAWINDOW S'system32iund| 32 exe

120452, | I]n.lndll?rl‘.&m:e 620 B\GnseFile CAWINDOW S system 32 wundll32 exe

120452 | l]n.lncIII32.'5-:'-:'.3- £20 B FeadFile CAWINDOW Shaystem 3251 dll - |
4 | 11} | (]

Figure 14: Creation or RunDII32.exe process

» After a while a process 22bd.exe is started bycthE.0.tmp process.
A more detailed and organized view of the runningcpsses is provided at Figures

15 and 16. The screenshots display parts of theepsotree, which demonstrates all
the processes in a hierarchy that reflects theargeachild relationship.
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Process Command
E[ vmaﬁt.hlp.eie.{ﬁﬂ-ﬁ "t:‘xF‘mgmn"l Files\VMware"\V Mware 'TDDIs\vmac:tHip'.exe"
i B | svchost exe (348) CAWINDOW S system 32hsvchost 4 DoomlLaunch
B | svchost .exe {1036) CAWINDOW S system 32 svchost 4 rposs
[ & | svchost exe {1132) CAWINDOWSSystem 32 avchost exe 4 netaves
# | svchost exs {1268) CAWINDOW S eystem 32 svchost exe & NetworkService
¥ | svchost exe {1500) CAOWINDOW S eystem 32hsvchost exe 4 Local Service
# | spoolav exe (1624) CAWINDOW S system 32 spoolsy exe
"u"MwareSewiu:e.em {176} ["CAProgram Files ' WVMware"VMware Toals WV Mware Service exeg”
§ | alg.exe (1300) CAWINDOWSY System 32alg exe
B | 67751 exe (1216) CAWINDOW S system 3267751 exe
£ B Z2bd exe (1656) CAWINDOW S syatem 32 22bd exe
= i_'] rundl 32 exe {524) CAWINDOW Shaystem 32 vundll 32 C:AWINDOW Shaystem 32 dide dll, Always
Ij RunDil32 exe (1752) RunDl32 C:AWINDOWSNTEMPwcml 14 tmp playAdh
Figure 15: Part of the process tree
Procezs Cemmand

= @ isplore exe (1152)
= %333[1 Jexe (1808}
i regavrd2 exe (300)
= %miniup.eﬁe (352)
: rundll 32 esce (1784)
2 rundll 32 exce (1208)

B g cml10tmp (1676)
| RunDI32 exe (1264)

"C:\Program Files\Intemet Bxploreriexplore sxa”

"C:\Documents and Settings niki.Local Settings\Temporary Intemet Files'\Content IEEA\KBRFAXY W a2s[1] exe"
CAWINDOW S'system3Zvregavrd2 exe /u Az "CAWINDOWS \aystem 32671 dI"
CADOCUME™ 1wnika  LOCALS ™1\ Temptm 1e \miniup &xe

rundl32 "C:AWINDOWS \Downlo™1\evon dll" start

rundll32 "CAWINDOW S \Downlo™ 14wy dil", Run

CAWINDOW Shaystem 32\ regavrd2 exe /s "CAWINDOWS aystem 320671 dI"
CAWINDOW S system 3267751 exe 4

CAWINDOW S system 3267751 exe =

CAWINDOW S system 32 rundll 32 C:ANWINDOW S system 3245c 1.dll Always
CADOCUME™ T4k \LOCALS ~ 1\ Temp cml 10tmp /5

RunDil32 CANDOCUME™ T'wniki\LOCALS ~1\Temp cml 12 tmp playAds

Figure 16: Part of the process tree

After a restart of the virtual machine, a checkha running processes was made to
ascertain if any changes exist or not. The regultthe display pane of Process
Monitor, which appear in Figure 17, showed 67754.gxocess to be running
immediately after the system start-up and loadwega671.dll.

. . = — - . m w = | 3] &=

:ﬁ" Process Mfmtu-r Sysinternals; www.sysinternals.com P— (== |
File Edit Event Filter Tools Options Help

EH RBE | TAG | A5 B ALMN
Time of... Process Name FID Operation Path Result ™

h2:22.48  §isvchostexe 1104 §¥load Image CAWINDOWS \system 32 whem whemsave.di SUCCESS
122248 67751 e 1888 &Y Load Image CHWINDOW S system 324shel 32.dI SUCCESS
12:22:43 . WRT751 axe 1888 &Y Load Image CAWINDOW Shsystem 324shel 32 di SUCCESS
12:22:49.. WR7751.axe 1888 &Y Load Image CAWINDCW Shaystem 3242671 i SUCCESS
12:22:49.. BU67751.axe 1888 &F Load Image CHAWINDOW Shaystem 32\mfcdZ di SUCCESS
12:22:49... B67751.cxe 1828 &7 Load Image CAWINDOW S system 32 \msvep bl .dil SUCCESS
12:22:45. W 'svchostexe 1104 &7 Thread Create SUCCESS
12:22:49... W gychost exe 1104 £ Thread Create SUCCESS
12:2250. B R7751 axe 1888 &Y Load Image CAWINDOWS \system 32'shell 32 di SUCCESS
12:2250.. W6R7751 axe 1888 & Load Image CHWINDOWShsystem 32shell 32 Il SUECESS: 7=
‘| I | I

Figure 17: Running processes after the systenrsiga
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4.2.1.2 ANALYSIS OF REGISTRY CHANGES

Process Monitor is the tool used again to obsdre@ehanges in the system’s registry.
What is important here is the registry keys thateaereated or changed after visiting
the malicious web site, since the registry is ndiymaccessed at least a few hundred
times when a program is running. This is why theults are filtered so that the
display panel shows only these operations.

The results showed the following:

The sss[l].exe process opens the HKEY_LOCAL_ MACHIN®&D creates
some entries in theCurrentControlSet \ Control \ SessionManager \
PendingFileRenameOperatiossibkey. This subkey stores the names of two
files, the first of which is programmed to be rerahto the second one when
the system restarts [51]. The entries include tbeaming of the files
67751.exe, c671.dll, 5¢c1.dll and 775c1.dll.

Next, the process miniup.exe gets a write access on
Software\Microsoft\Windows\CurrentVersion\policiEegblorer\Run a subkey

of HKEY_LOCAL_MACHINE, where it creates the two dwdys kvon and
fvy. Each of them contains a command for the rid®d#xe process to run the
kvon.dll and fvy.dll files every time the computgarts up.
cmll0.tmp  process adds over 20 more
PendingFileRenameOperations subkey.

In key HKEY_CLASSES_ROOT a number of new subkeysaieated. Some
of them can be seen in Figure 18 below. Among tadsnowser Helper Object
Is created while the process c671.dll is runningictv loads every time the
browser starts and affects its functionality [SAdeaclasses belonging to the
CLSID key. Objects created of these classes usughiyesent folders or dialog
boxes.

entries in the

=) Process Monitor - Sysinternals: www.sysinternals.com - == 2
FH | ABE TASG AN [EHBAgW
Time of.. Process Name FID Operation Path
112:04:19... " regsvr3Zexe 800 @% ReqCreateKey HKCRYWEHpr Invoke.1
i112:04:19... ®regevri2 exe 800 8% FeqCreatekey HKCRWEHpr.Invoke 1MCLSID
12:04:19... B regsvr32 exe B00 @2 ReqCreateKey HKCRAEHpr Inwoke
12:04:19... ¥ 'regsvriZ exe 800 @ ReqCreateKey HKCRWEHpr Invake \CLSID
12:04:19... ¥ 'regsvriZexe 800 #%ReqCreateKey HKCRWEHpr. Invoke\CurVer
12:04:19... ¥regsvri2 sxe 800 #RegCreateKey HKCRNCLSIDW{5FBBCHD4-929F-4870-89E2-TEIEE2GEETD}
12:04:19.. T regsvid? exe 800 #%ReqCreateey HKCRAVCLSIDA{5FBBCSDE-525F-4870-85E2-TEIEE2GEETD )\ ProglD
12:04:19... ¥ 'regsvrd2 s 800 #%RegCreateKey HKCRWCLSID\{GFEBCED4-923F-4870-89E2-7TE3EE2REE 701} \WersionIndependent ProgID
12:04:15.. B regswrd2 exe 800 ﬁRegCreateKE,f HKCRACLSIDA{SFBBCSDE-529F-4870-89E2-TEIEE26EE T} Programmable
12:04:19.. Tregsvid? exe 200 ﬁﬂegCreateKey HKCRAVCLSIDA{SFBACHD4-925F-4870-85E2-TEIEE2GEE T Pnproc Server32
12:04:19... W regsvri2 exe B00 #%ReqCreateey HKCRWCLSIDW{SFBECE04-929F-4870-89E2-TE3EE2ZREET01 M\ TypeLib
12:04:19... ¥regsvri2 exe 800 @ RegCreateKey HKLMSOFTWARE \Microsoft  WindowsCument Version.Explorer Browser Helper Objects
£ | m | 13

Figure 18: Newly created registry keys
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In each one of the newly created keys a value wsaigj@ed and some samples

can be seen in Figure 19.

P - - - —
B i e .

]_File Edit Event Filter Tools Options Help

lcd aBE SAG #5

Time of... Process Name

12:04:19... W regsvri2exe
12:04:19... W regsvriZexe
12:04:19... ® 'regsvri2exe
12:04:19... Wregsvri2 exe

12:04:15... B-'regavrd? exe

a

12.04:15... regavr32 exne
12:04:19... regavr32 exe
12:04:15... B 'regsvrd? exe
12.04:19... regevrid exe
12:04:19... swrd2 exe

12:04:19...
12:04:19...

reg
reqsvriZ exe
e

PID  Operation

800 ﬁHegSet‘u"alue
800 #&ReaSetValue
800 #%RegSetValue
800 @%ReqSetValue
800 ®%ReaSetValue
800 @EReaSetValue
800 @ ReqSetValue
800 @%ReqSetValue
800 #%RegSetValue
800 @ ReqSetValue
800 #¥ReqSetValue
300 EEReqSetValue

HKCR\EHpr Invoke. 1" Default)

HKCRMEHpr.Invoke. 1%CLSIDDefault)

HKCRWEHpr.Involke'{Default)

HKCR\EHpr.Invoke CLSIDYDefault)

HKCRMEHpr Invake Curer'Default)

HKCR\CLSICH [5FBECS04-929F-4870-89E2- TEIEE2REETD 1\ Default)
HKCR\CLSIDN{5FBBCED4-929F-4870-89E2-7E3EEZG6EE 701 \ProglD{Default)
HKCR\CLSIDN[SFBECS04-929F-4370-83E2- TEAEEZGEETD1} \Version Independent Prog| D'
HKCRWCLSIDN{5FBECS04-929F-4870-83E2-TE3EEZEEET01] \Inproc Server32\{Diefault)
HKCRACLSIDN{5FBBCE04-929F-4870-85E2-FEIEEZ6EE 701 nproc Server32h Threadingh
HKCR\CLSIDW{5FBECS04-929F-4870-89E2- TEIEE26EETD1 M\ Type LibDefautt)

5]

fm

HKCR\TypeLib{ABBF3E05-6453-43CC-BC46-8795CE0CECRO7 1 .O{Default)

Figure 19: Newly created registry values

4.1.1.3 ANALYSIS OF NETWORK TRAFFIC

Wireshark is used to capture the traffic of thewoek during the attempt to get
infected by a drive-by download attack. The montéet malicious executable was
downloaded Wireshark recorded the HTTP requeshefite using the GET request
method. Figure 20 shows the traffic recorded &t ploint of the attack.

tistics Telephony Tools Help

I RNes»aTF 2 /EE QD #2B % B

Expression.. Clear Apply

192.168.198,.128
219.148.34.10
219.148.34.10
219.148.34.10
192.168.198.128
192.168.198.128
219.148.34.10
219.148.34.10
192,168.198,.128
219.148.34.10
192,168,198, 2

Destination

219.148.34.10
192.168.198.128
192.168.198.128
152.168.158.128
219.148.34.10
192.168.198.2
192.168.198.128
192.168.198.128
219.148.34.10
192.168.198.128
192.168.198.128

Protocol Info

i e R e I L e A e T T M W A R R
HTTP GET /sss.exe HTTP/1.1

TCP http > evm [ACK] Seg=1 Ack=293 Win=64240 Len=0
TCP [TCP segment of a reassembled PDU]

TCP [TcP segment of a reassembled PDU]

TCP evm > http [ACK] 5eq=293 Ack=1728 Win=64240 Len=0
DNS. standard query PTR 10.34.148.219.in-addr.arpa
TCP [TCP segment of a reassembled PDU]

TCP [TCP segment of a reassembled PDU]

TCP evm > http [ACK] 5eq=293 Ack=4648 Win=064240 Len=0
TCP [TCP segment of a reassembled PDU]

DNS standard gquery response, No such name

Figure 20: Showing the HTTP Request of the maligiexecutable
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tics Telephony Tools Help

BRewn TR Elg QA @M% B

v Expression.. Clear Apply
Source Destination Protocol Info
192.168.198.128 60.217.234.138 HTTP GET /1ist/2009-08-27/ALL.Yy HTTP/1.1

60.217.234.138 192.168.198.128 HTTP HTTP/1.1 200 oK (text/plain)

152.168.198.128 60.217.234.138 HTTP GET /list/bl.y HTTR/1.1

60.217.234.138 192.168.198.128 HTTP HTTP/1.1 200 oK (text/plain)}

192.168.198.128 60.217.234.138 HTTP GET /1ist/2009-08-27 /ut_ALL.y HTTP/1.1
60.217.234.138 192.168.198.128 HTTP HTTP/1.1 200 ok (text/plain)

192.168.198.128 219.148.34.10 HTTP GET /dmupdate/sss.exe HTTP/1.1

192.168.198.128 219.748.34.7 HTTP GET /105/bmw.q?uid=316779065212832643084524 HTTR/1.1
2319.3148.34.7 192.168.198.128 HTTP HTTP/1.1 200 ok (text/plain)

219.148.34.10 192.168.198.128 HTTP HTTP/1.1 200 Ok (application/octet-stream)
192.168.198.128 60.217.234.138 HTTP GET /data/5084/taobac0821.7z HTTR/1.1

Figure 21: Displaying a stream of HTTP Requests

Checking out all the HTTP Requests made we aretaldee the servers the virtual
machine was connected after being infected by b sexe executable to download
the other malicious files. As we see in Figure Zhuests for the lists ALL.y, bly
and ut_ALL.y are made and when expanding the detdilthe Hypertext Transfer
Protocol we find out that the server hosting tis¢éslis343.boolans.comit is, also,
learned that the taobao0821.lz, already known ftbm processes analysis as a
malicious binary, is downloaded from down.rggzs.com

4.1.1.4 VISIBLE EFFECTS OF THE DRIVE-BY DOWNLOAD

As seen in the running processes analysis, thedete purpose of this drive-by
download attack is the installation of adware ia tiser's system. RunDII32.exe is
the process responsible for playing advertisemantsonly some minutes after the
initial download it started delivering its payloadn Internet Explorer window
opened and displayed the Bank of China web pageh wlRL
www.boc.cn/bocinfo/bi3/200908/t20090824 812459, ighdwn in Figure 22.

Favarites 4£4)

Address ] http:f v, boc.cnfbocinfo/hiz(200908/t20090824_812453.htm

(OME s

BANK OF CHINA / = t

5 a Go Links

/' -~ Vi
— 7 :
Fd
s —) v

|t B3MEET bif | EERSED pli| OabBy b | CEBEDALR | @OTSDEE | IEORE L | HaETEFLY | e pii|

E
fie lk @ LR 1T

s g g _— C
i efsC £ Bxc) == ODDBBALE => ObsTai] FITER

EeOPPB” FUE¢ s Ly On @4

GEBBY -

2005-02.24 OhsEo]
WEA &

i e blite =

 ParksoNig (@) YiElies

OBE 2

Figure 22: Bank of China web site
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At the time it opened, a Language pack installatiahog box came up asking for the
installation of the Chinese Simplified languagekpacorder to display correctly the
web page. Figure 23 shows the dialog box.

Language pack installation

To dizplay language characters comectly you need
to inztall the following languane pack;

Chinese Simphfied

[] Mever install any language packs.

[nztall l | Cancel

Figure 23: Language pack installation Dialog Box

4.2.2 SECOND DRIVE-BY DOWNLOAD ATTEMPT

The URL http://x-pager.com/url.expicked up for the second drive-by download is
recorded in the Malware Domain List web site taalisa Banker Trojan. This type
of Trojan is known to get installed in the victinsgstem either by exploiting a web
browser vulnerability or by a phishing messagenié&n function is stealing personal
and financial data, such as usernames and passviaanals accounts or credit card
details.

Before leaving the Trojan to get installed in theual machine, | tried to download it

with the HDF firewall activated in the normal protien mode. In Figure 24, it is

obvious that the file was blocked from enteringthie system, as indicated by the
value <1>. After de-activating the firewall, thdefiwas finally allowed to get

installed. Approximately 3 minutes after | let thmalicious file to enter, | set again
the protection to on.

| HDF logfile.txt - Notepad EEINE

File Edit Format Ew Halp

2009,/09,/02 06:30:52 <1> 1072:IEXPLORE.EXE 5-1-5-21-515967895-854245398-509485475-1003 ‘
C:\DOCUMENTS AND SETTINGS\NIKIYLOCAL SETTINGS\TEMPORARY INTERNET FILES\CONTENT.IES
LASBSWRHINURL[1].EXE

2009/09/02 06:32:23 <C> configuration: Ox00000009

2009,/09/02 06:32:23 <> Extensions:

LEXE;.DLL;.SYS; . BAT; .CMD; . OCX; . COM; . VBS; . VBE; . PIF; . SCR; . CHM; . DRV; . HTA; . SHS; . WMA; . WSF; . WSH; . C
PL; .CAB; . JSE

2009/09/02 06:32:23 <C> LogPath: C:'\PROGRAM FILES‘\ABATIS“HDF'LOG\

2009,/09/02 06:32:23 <0=> 1924 :Procmon. exe 5-1-5-21-515967B99-854245398-509485475-1003
C:\WINDOWS"SYSTEM32\DRIVERS\PROCMON20. SYS

2009,/09,/02 06:32:48 <0= 1072 :IEXPLORE.EXE 5-1-5-21-515967899-85424539E8-5094E5475-1003
C:\DOCUMENTS AND SETTINGS‘NIKI%LOCAL SETTINGS“TEMPORARY INTERMNET FILES\CONTENT.IES
\ASBSWRHINURL[1].EXE

Figure 24: Part of the HDF Lodfile
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4.2.2.1 ANALYSIS OF RUNNING PROCESSES AND FILE SY&EW ACTIVITY
Once the compromised web site is visited, the dil§l].exe is downloaded in the
Temporary Internet Files. Process Monitor gave eavvof the processes that were
created and file operations that took place afsainstallation.
= About 15 seconds after url.exe was downloaded énslystem, a number of
temporary files were created automatically in tleenp directory of the user’s
Local Settings. The files were named h2r4.tmp, h@wy, tst6.tmp, and
ms4227.tmp. A sample of the creation of these s be seen in Figure 25.
» A url[1].exe process was created and started ®riet Explorer that got read
access rights on files of the operating systemdarahged the log that keeps
software records.

» The file svchosts.exe is created in the Windovedésy32 directory by
url[1].exe process.

=¥ Process Monitor - Sysinternals: www.sysinternals.com 8 b L - . |E|H|
sH | RBE | AS | AN | 2B
Time of... Process Name PID  Operation Path
4:42.26 .. Biexplors.sxe 276 ilereateFile C:\Documents and Settingsniki\Local Settings' Temp'h2rd tmp
4:42:26 . Biexplore sxe 276 ;ﬁ&ea{eﬁle C:\Documents and Settings*niki®Local Settings’ Temp h2rbimp
4:42:26 .. jBiexploresxe 276 ;}CreateFile C:\Documents and Settings®niki®Local Settings’ Temph2rd tmp
4:4226 .. Biexplore exe 276 Q.CreateFila C:\Documents and SettingsnikiLocal Settings' Temph2r5tmp
44226, Biexplore sxs 276 !:-}CreateFile C:\Documents and Settings'nikitLocal Settings’ Temp'tsté tmp
44226, Biexplore.exs 276 ﬁSetDispos'rtionlnforrnaﬁonFile C:h\Documents and Settings'nikiLocal Settings' Temp'tst6 tmp
44226, iexplore exe 276 EhCreatefie Ch\Documents and Settings"niki®Local Settings® Temp'\ms4227 tmp
4:42:36.. Biexplore sxs 276 r31StatDispcs'rtionIrlforrnationFiIe CADocuments and Settings*niki®Local Settings’ Tempms4227 tmp
4:42:77 . @iexplore.exe 276 r31_SetDispos'rtionIrlforrnationFile C:\Documents and SettingsniliLocal Settings'Temp“h2rd tmp
44228, . _;)_Q_Lieaq)lore.em 276 _@Pmces& Create C:h\Documents and Settings'niki\Local Settings’ Temporary Intemet Files\Contert IES\KBRFAXYW wrd[1]s
4 1 3

Figure 25: Multiple file creation

» ev[l].htm and inst[1].exe in the Temporary Interkd@es folder and after a
while it installs the temporary files VRR7.tmp, VRRnp and VRRB.tmp in
the WINDOWS Temp directory and creates the cornedjpg processes.

» VRR7.tmp process modifies the svchost.exe filepaoasible for loading
services run from dynamic-link libraries and statsvchost.exe process that
loads the services of the malicious file VRR7.tmp.

» The running process ntvdm.exe creates more tempbieain the WINDOWS
Temp directory named scs9.tmp and scsA.tmp and srek@e modifications.

» A VRRB.tmp process is created by the Winlogon.esac@ss, which installs
the files l.ico, 2.ico and 3.ico in the WINDOWS Temiirectory and creates
shortcuts on Desktop opening web pages with adofitent. Figure 26
illustrates these changes.

» The same process modifies the iexplore.exe andh.eets basic file
information and then creates a netsh.exe processctimnges the firewall
configuration to allow certain incoming connections

» The sc.exe and sc.ins files are, furthermore, edeiat the Windows directory.

27



Fe Edit Event Filter Tools Options Help
EH RBE | vA® #A5 xFLEm

Time of .. Path

4:43:51... . |
n3 WINDOWS\Temp'2 ico |
C:hDocuments and Ssttings WAl Users'\Deslktop\nudetube com Ink
! CAWINDOWS Temp'3 joco
Set Disition InformationFile C:AWIN DGWS\Temp‘u"HH 7tmp |:| |
L Horealefle C:\Documents and Settings Al Lsars\Deskdopwoupom cam Ink
=k SetBasiclnformationFile CAWINDOWS \system 32 netsh exe
4351, 184 E\SE’[ DispositioninformationFile C:NWINDOWS\Temp \WVRR7 tmp
44351, ¥ VRRBimp 300 =k SetBasicinformationFile CAWINDOW S\system 32 \netsh exe
4:43:51.. Y VRRBimp 300 =k SetBasicinformationFile CAWINDOW S\aystem 32 netsh exe -
4 it | 3

Process Name

Figure 26: Creation of shortcuts leading to adatigs

» The scvhost.exe process running from before issthé C.tmp, D.tmp and
E.tmp files in the system32 folder and Igate[1].hfout[1].htm and 41[1].txt
in the Temporary Internet Files directory.

. FEREvE : Dptignsihisi
BH| RBE | 2A& | #8| fEL DN
PID Operation Path Detail =
300 gSaBasiclnformaﬁonFi\e CAWINDOW S aystem32 netsh exe CreationTime: 1/1/1601 1:00:00 np, LastAccessTime: 1/1/1601 1:00:00 rmy,
__ SetDispositionInformationFle  C:WWINDOW S\ Temp WRRT tmp Delete: True

CAWINDOWS \system32 \netsh axe PID: 1744, Command line: netsh.axe firewal add sllowedprogram “C;AWIND(
C:\Program Files"Protection System Desired Access: Read Data/List Directory, Synchronize, Disposition: Create,

¥ VRRBtmp CAWINDOWS sc.exe Desired Access: Generic Write, Read Attributes, Disposition: Owverwritef, Opt

T cerss exe BEB QSaEasianformaﬁonFi\e CAHWINDOW S system32'\netsh exe Creation Time: 1/1/1607 1:00:00 nu, LastAccessTime: 3/9/2008 4:43:52 ru.l|]
¥* VRRBimp 300 BCreateFiJe CAWINDOWSNSCINS Desired Access; Generic Write, Read Attributes, Disposition: Overwritelf, Opt
#svchost exe 184 Bsamsposmonlrﬁormatlonﬁle CAWINDOWS \Temp ' WRR7 tmp Delete: True

Hisvchostexe 1100 ShCreateFile

CAWINDOWS" Prefetch \WRREB. TMP-1... Desired Access: Generic Read/Write, Disposition: Overwritelf, Options: Sync
B 'sychost exe 1100 gCreateFi'Ie

CAWINDOWS Prefetch\METSH.EXE-... Desired Access: Generic Fead/Write, Disposition: Overwritelf, Options: Sync =
i | 3

Figure 27: Creation of netsh.exe process

» The E.tmp process is then created that, additipnadktalls the oligad32.dll
file in system32 directory, makes some modificatiam the cmd.exe file and
creates a corresponding process that deletessheffie.

Parts of the process tree displaying the relatipsdhetween the processes are shown
in the Figures 28 and 29 below.

Process Command
=l i VRR7tmp (1340)
[E B svchost exe (184) svchost exe COVWINDOWS \TEMP\WRRY tmp
= # 1 Etmp (252)
@md.m (1132 "C:AWINDOW S system 32 emd exe " /o del C:HNWINDOW Shsystem 325E tmp == NUL
3 ntvdm exe {1384) "CAWINDOW S eystem 32 rtwdm exe” £ 41
= %% VRRBtmp (300} "CAWINDOWSNTEMPYWRREB tmp”
B | netsh exe {1744) netsh.exe firewall add allowedprogram "CAWINDOWSSTEMPA\WRRE tmp" "installer” enable
'g explorer.exe {1516)

Figure 28: Part of the process tree
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Process Command

VMwareLlser.exe {1872 "CMProgram Files ' WMware " VMware Tools"VMware User exe”
El @iexplore.exe (276} "C:\Program FilesIrtemet Exploreriisxplore.exe”
@url['l}.exe (1392) "C:A\Documents and SettingsnikitLocal Settings™ Temporary Intemet Files'\Content. |ESSKBRFAX W wr[ 1] exe”
&3] “Mreshark.exe {508} "C:MProgram Files\Wiresharn wireshark.exe”
2F Procmon.exe (1456) "C:M\Program Files*ProcessMontar Procmon exe”

5. VRRBtmp (1852)

Figure 29: Part of the process tree

After the system in the virtual machine was resthrthe malicious process
svchosts.exe tried to run, as it was configurethenregistry, but it was blocked by
the HDF Firewall.

4.2.2.2 ANALYSIS OF REGISTRY CHANGES

Process Monitor has been used once again to rém®changes that took place in the
system’s registry. The most important events oleskim the registry after visiting
the malicious URL are explained below.

» url[l].exe  process created the subkey svchosts rundide
HKEY LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Cuitversion\
Run as shown in Figure 30, so that the process stxleas will run every
time the system starts up.

» The svchost.exe process has set some registrydtagssconcerning TCP/IP
parameters, such as the Dhcp Name Server, Defatdivgy, Domain and
Subnet mask.

= A number of Internet Settings registry keys havenbenodified by the
winlogon.exe process, like the default connectettirggs.

= Epoch, a registry subkey of HKEY_LOCAL_MACHINE
\SYSTEM\CurrentControlSet\Services\SharedAccess = modified by
svchost.exe process. The service Shared Accessolsorthe Windows
Firewall / Internet Connection Sharing service.

m e— - -
B e e e

File Edit Event Filter Tools Options Help

HH ABE | YAS A5 [EHB LomW

Time of...  Process Name PID Cperation Path
4:42:50.... g‘ud['ll.em 1352 ﬁHegSetValue HKLMASOFTWARE \Microsoft\Cryptography \RNG \Seed
4:42:57, _hurl[‘I].exe 1352 d RegCreate Key HELM"Seftware \Microsoft " Windows \Cumrent Version . Fun

42 [ 1] exe B Hegl regle hey KLMSoftware \Micmsof INdows e ersion WAL
44251 ®ud[1] exe 1352 RegSetValue HKLMYSOFTWARE \Microsoft \Windows " CumentVersion Run'svchosts
4:42-83 ., ur[1].exe 1352 dﬂeg&eate}(ey HKCUsvchosts
4:42:53, . ®ud[1]exe 1392 ﬂﬂegCreateKey HKLMWSOFTWARE \Microsoft \Windows Cument Version Fun
4:42-53 . @M ud[1]exe 1392 #¥ RegSetValue HKLMYSOFTWARE \Microsoft \Windows\Cument Version\Run{Default)
4:42:54 winlogon.exe 52 ﬁHegCreateKey HKUW DEFAULTNSOFTWARE \Microsoft \Windows NT\CurrentVersion\Metwork'\Location Awareness
4:42:54, winlogon exe 632 dRegCreateKe'y HKLM"System CumentControl Set \Services' Tepip \Farameters

winlogon exe 692 #%ReqCreatekey HKLM"System"CumentCortrol Set '\ Services'\ Tepip '\ Parameters

44254
Pk

m

Figure 30: Newly created registry keys
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» The netsh.exe process has set a value to regishigegs contained in the
HKEY_LOCAL_MACHINE \ SOFTWARE \ Microsoft \ WindoWNg \
CurrentVersion \ Tracing and the
HKEY_LOCAL_MACHINE\System\CurrentControlSet\Ses¥idapAgent

» Finallyy, a Browser Helper Object is registered undehe
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Cuitversion\
Explorer and —creates a number of new keys in the
HKEY_CURRENT_USER\CLSkKgy.

> — -
E_z' Proces's Mon]tr_\r Sﬁintemals: msys_ L] @m"

File Edrt Event Filter Toals Optlons Help
ZH | ABE | A8 A5 [EE Lzl
Time of... Process Name FID Operation Path i
44 5] b2 ReglreateKe (l oftwars\Microso oW wrent Version \Explorer\Browser Helper Objects
44423 . W Etmp 252 RegCreate Key HELM\Software MSN
44423 .. W Etmp 252 @ ReaSetValue HKLMAWSOFTWARE\MSN \ad
44423 W Etmp 252 ﬁFlegCreateKey HKLM\SOFTWARE Microsoft\WWindows\Cument Version \Explorer.Browser Helper Objects’{6F503
44473 W Etmp 252 8% ReqCreatekey HKCR
44423 W Etmp 257 @ ReaCreatekey HKCR\CLSIDNBFSD301A-6195-4678-8850-9EED 7EREIEDD]
44423 W Etmp 252 @ RegSetValue HKCRAWCLSIDW{6F50501A-6195-4B78-8850-5EBD TEGEIEQD \ Default) |
4:44:24 W1 Etmp 253 #% ReqCreateKey HKCRMCLSIDW{EF5D901A-6195-4B78-8B90-9EBD 7EGE3EOD  \Inproc Server32 |
44424 | W' Etmp 252 % ReaSetValus HKCR\CLSIDN{BF5D901A-6155-4875-8B50-9EBD VERE3EDD M nproc Server32Default) |
44424 . W Etmp 252 @2 ReqSetValue HKCR\CLSIDNBF509014-6195-4678-8630-9EBD TEGE 3EOD uinproc Server 32 ThreadingMode!
4:44:24 .. WIEtmp 252 @ RegCreatekey HKCRAVCLSIDW{EFSD901A-6195-4B78-8B30-9EBD VEGEIECD ]} ProgID
44424, . E Etmp 252 qRegSeWalue HKCR\CLSIDN{BF503014-6195-4B78-8630-9EBD7EREIEDD } \ProgI Dy Default} - |
a4 | 1} | b

Figure 31: Newly created registry keys and values

4.2.2.3 ANALYSIS OF NETWORK TRAFFIC

Looking at Wireshark’s capture file, a flow of thetwork traffic taking place during
the drive-by download is easily detectable. TheahHTTP Request of the malicious
URL, is illustrated in Figure 32. The URittp://x-pager.coms hosted in the server
213.186.33.2.

aeseFs (EE QD 08 % 8

¥ Expression.. Clear Apply

Source Destination Protocol Info

J.JL-J.!_.ru-J._lI-r'J. e T T T movarpaRar quhl, D ] T e Y o T LT

107.168.198.2  192.168,198.128  DNS Standar-dquery response A 213.186.33.2

192.168.198.128 213.186.323.2 TCP dab-sti-c = http [5YN] Seg=0 wWin=64240 Len=0
213.186.33.2 192.168.198,128 TCP http > dab-sti-c [SYN, ACK] Seg=0 Ack=1 Win=6:
192.168.198.128 213.186.33.2 TCP dab-sti-c > http [ACK] Seg=1 Ack=1 Win=64240 |
192.168.198.128 213.186.33.2 HTTP GET Jurl.exe HTTP/1.1

213.186.33.2 192.168.198.128 TCP http > dab-sti-c [ACK] Seg=1 Ack=291 Win=6424(
213.186.33.2 192.168.198.128 TCP [TCP segment of a reassembled PDU]
213.1B6.33.2 192.168.198.128 TCP [TCP segment of a reassembled PDU]

Figure 32: Network traffic sample
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4.2.2.4 VISIBLE EFFECTS OF THE DRIVE-BY DOWNLOAD

Just a few minutes after the installation of thietfmalicious files took place, some
shortcuts appeared on the desktop that revealksl ttnadult web sites. An Internet
Explorer window was, also, automatically openedt theed to have access to
http://www_getwindowinfobhut could not locate the server. It attempted opethe
same URI again and again, even after closing tbesdmr. The screenshot in Figure
33 displays these changes.

Recvcle Bin

-

nitdetaEs O 2 Cannot find server - Microsoft Internet Explorer

File Edit View Favorites Tools  Help

ﬂh EI—I ; p ) Search Favorites 6

Address 1_%_] htkp: /ey _gebwindowinfo,

g The page cannot be displayed

The page you are looking for is currently unavailable, The web
site might be experiencing technical difficulties, or vou may need
to adjust your browser settings,

WoUporn, Com

4 To atternpt fixing network connectivity problems, click
p Tools, and then click "Diagnose Connection

Figure 33: Drive-by download effects

4.3 CONCLUSION

The actual effects that a drive-by download migliise to a computer system are
relevant to the installed malware design and fomctiNew processes are being
created, others, already existing, are modifieegd\an replaced by a malicious file
attempting to disguise like them to trick the uaed the system. Important changes
occur in the registry, since it is considered tdike a pool keeping the settings of the
system, the network and the hardware and softwarstalied. Network
communications are being directed to certain senibat either continue the
installation of malware in the user’'s computer@nve advertising purposes.

Special techniques are implemented by web malwarkeide their existence from
anti-virus programs and enable themselves througlwdlls. Stealthy mechanisms
become more advanced, so that a user can never kaaw infected. A drive-by
download attack may lead to major changes takiagepin the background, but acts
insidiously to infect the more users it can target.
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5 DETECTION OF MALICIOUS WEB PAGES
5.1 ANTI-DETECTION MECHANISMS USED BY ATTACKERS

Attackers, nowadays, have a variety of differemigand techniques in their hands
that assist them in carrying out their maliciousaas. In order to avoid the detection
of the malicious scripts they embed in legitima&bvwpages, they use an obfuscation
[53] method to make their scripts undecipherabletofated tools, like JavaScript
obfuscators, have come to support this try to kin@efunction of the exploit script or
the redirection link that leads to it.

Exploit code obfuscation is changing the code inway that makes it non-
understandable but produces the same result whenJavaScript obfuscation is
usually applied, as it is the most common scripgjleage processed by web browsers.
The script may be transformed multiple times befogeng injected in the web page
to make the code even more complicated and préavenhigh degree any attempt for
decompilation and reverse engineering. The exatagkn from [11, Ch.6] illustrates
a three-layer obfuscation. The Visual Basic schplow is an exploit script that
instructs the browser to go to the URL http://f[&02006.xxx.ru/foto.scr and
download a malicious binary when it is executed.

<script language="VBScript">
on error resume next
dl = "http://[foto02122006.xxx.ru/foto.scr"
Set df = document.createElement("object")
df.setAttribute "classid",
"clsid:BD96C556-65A3-11D0-983A-00C04FC29E36"
str="Microsoft XMLHTTP"
Set x = df.CreateObject(str,")

S.close

set Q = df.createobject("Shell.Application","")

Q.ShellExecute fnamel,™,™ "open",0
</script>

The VBScript exploit was wrapped inside a Java$esgaped code:

<SCRIPT LANGUAGE="Javascript">

<l--

[* criptografado pelo Fal - [...]
document.write(unescape("%0D%0A%3Cscript%20langusie
%22VBScript%22%3E%0D%0A%0D%0A%20%20%20%200n%20&6R8Y
resume%20next%0D%0A%0D%0A%20%20%20%20%0D%0A%0D % 08%Z0
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D%0A%0D%0A%20%20%20%20%3C/script%3E%0D%0A%3C/htniHR
[[-->
</SCRIPT>

And the JavaScript was contained in another JayaSescaped code, taking the
form below that was finally injected in the web pag

document.write(unescape("%3CHEAD%3E%0D%0A%3CSCRIPI %
LANGUAGE%3D%22Javascript%22%3E%0D%0A%3C%21--%0D%0A
[*%20criptografado%20pelo%20Fal%20-%20Deboa%E7%E30

%3C/BODY%3E%0D%0A%3C/HTML%3E%0D%0A"));
[[-->
</SCRIPT>

The use of this technique has become a trend irdélsegn of drive-by download

attacks. Code obfuscation is at an important degfesetive against signature and
anomaly-based intrusion detection systems, makiney detection from anti-virus

programs and web analysis tools a difficult tas#t sncertainly a reason for choosing
these web attacks as the preferred method in malgiatribution.

5.2 MALICIOUS URL DETECTION MECHANISMS
5.2.1 COMBINING STATIC HEURISTICS AND CLIENT HONEYP OTS

This technique, presented in [54], makes use ¢dtacdheuristic approach to classify
at a starting level URLs given as input. The setUBLs identified as malicious is
then examined by in a client honeypot for a firad anore reliable classification.

5.2.1.1 FIRST STAGE — USING STATIC HEURISTICS

The first stage of this detection mechanism usascsheuristics, a technique that
determines if a URL is malicious or not by examgihe HTTP responses and the
structure of the HTML page contained. These charestics are compared with the
corresponding ones taken from benign web pageedme on the maliciousness of
the web page.

A set of URLs is retrieved and tested for featutlkat appear commonly in
compromised web sites. Script tags, iframes and @bfuscation are some well-
known characteristics featured in malicious sifesble 4, taken from [54, Ch.IV],
summarizes the basic attributes extracted froncdinéained HTML page.
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CATEGORY | ATTRIBUTES | DESCRIPTION
Exploit Plug-ins Count of the number of applet ahgect tags.
Script Tags Count of script tags.
XML Processing | Count of XML processing instructions. Includes
Instructions special XML processing instructions, such as
VML.
Exploit Frames Count of frames and iFrames including
Delivery information about the source.
Mechanism | Redirects Indications of redirects. Includes resparode,
meta-refresh tags, and JavaScript code.
Script Tags Count of script tags including inforroatabout
the source.
Hiding Script Functions and elements that indicate script
Obfuscation obfuscation, such as encoded string values,
decoding functions, etc.
Frames Information about the visibility and size of
iIFrames.

Table 4: Extracted attributes

A machine learning algorithm is, then, used to de@bout a URL being malicious
or not. The extracted features from the candidaRlLdJare compared with the
already existing features of both benign and malisiweb pages and the decision is
made with the use of a decision tree that is géee@raA sample decision tree is
shown in Figure 34, also taken from [54, Ch.IV].

iFrame
siZe

large  small nussing
.

ohiecttaz | [l script Lias
AR = escaped
& chars
= ] falze frue
embedded hias html script has
script fag processing unescaped
comant T instmction function
=1 4 0 =0 false  true
embedded Al e mternal Eiardealsia R
script tag e FELIL S scripttag | |4 benden
X ikttt substring = o
conmt b = connt s L

Figure 34: Decision tree
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5.2.1.2 SECOND STAGE — USING CLIENT HONEYPOTS

Client honeypots [55] are security devices usecklyitb detect malicious web pages.
They are vulnerable computer systems in order toacit malicious activities.
Commercial client honeypot frameworks are availahleh as, the high interaction
Capture-HPC [56] or the low interaction HoneyC feamork [57].

For the task of detecting malicious URLS, clienhé&gpots run virtual machines with
unpatched versions of web browsers and applicatosinteract with potentially
malicious web servers. During these interactiom® $ystem is monitored for
unauthorized changes in its state, by observingtrggchanges, running processes
and file modifications that will identify if malious activities have taken place.

Client honeypots are used, therefore, at the sestage of the detection mechanism
to examine the URLs proved to be malicious at tts¢ $tage. This first classification
might include a number of false positives (URLst iyapear to be malicious but are
not actually), because the attributes that usuhdignguish a compromised web page
may, also, be used in a legitimate way. Honeypots characterized by a false
positive rate close to zero, thus, all the falssitpees will be excluded. The URLs are
visited by the virtual machines and examined haas@ basis the changes that took
place in the system state and the final classifinas made.

5.2.1.3 EXAMPLE OF THE DETECTION MECHANISM

A year ago, Google created a relevant mechanishetect dangerous web pages that
included static heuristics and the developmentlafge scale honeypot network [20,
Ch.3]. Taking advantage of the web repository itntaans, Google tried to identify
candidate URLs using the mapreduce [58] framewiBdch web page was scoured
for features indicative of exploits, like iframes obfuscated JavaScript. With a
machine-learning algorithm they translated theséufes to end up with a number of
potentially malicious web pages. At the next stabese web pages were retrieved
once again by the virtual machines running on threelgnet they had developed. The
final set of malicious URLs was decided by combgnthe observations from the
system’s state changes and anti-virus scannerdtseso the incoming HTTP
responses. Figure 35 is a diagram of the deteafticimtecture.
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Figure 35: Overview of Google’s detection architeet

5.2.2 ANALYZING DNS AND WEB SERVER RELATIONSHIPS

This malicious URL detection mechanism records andlyzes the network traffic
during visiting web sites. Web pages that displaficrous behavior are following
particular patterns that could help with their r@aidion. The mechanism consists of a
machine learning algorithm that compares infornmatollected from the web servers
that host the candidate web sites and the DNS iseth@t are involved in the
resolution of the host names to information alreadguired from both benign and
malicious web pages [59].

ATTRIBUTE DESCRIPTION

Number of Unique| The number of unique HTTP servers. Obtained through

HTTP Servers counting the IP addresses of packets originatingasts 80,
8080, 8088, 3128 and 443.

Number of The number of 301, 302 and 303 redirects. Obtdnyed

Redirects inspecting the response code of web pages retimnady
HTTP server.

Number of The number of 301, 302 and 303 redirects in whehserver

Redirects to that issues the redirect response is located ifiexaht country

Different Country | than the server to which the browser is being foded to.

Number of The number of 301, 302 and 303 redirects in whehserver

Redirects to Same| that issues the redirect response is located isahee country

Country than the server to which the browser is being foded to.

Number of Domain The number of domain name extensions of all hostasathat

Name Extensions | operate a web server.

Number of Unique| The number of DNS servers involveochaking a DNS lookup
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DNS Servers The DIG tool is used to count the nurobeesponsible DNS
servers for each host name encountered.

Table 5: Extracted attributes

Features that characterize a malicious web site lmeathe number of redirections it
follows, the different Web and DNS servers it waand the countries where these are
located. The main attributes that participate m decision process are presented in
Table 5 [59, Ch.IV]. Figure 36, moreover, illusgdta sample of the decision tree
created by the machine learning algorithm [59, \Zh.I

Mumber aff
Domain Name
Exlensions

<=7 | =7

Number of
Unigue DNS
Servers

<=5 Sy

MNumber of
Domain Name
Extensions

Figure 36: Decision tree

5.3 CONCLUSION

The mechanisms presented here have both advardadedisadvantages. Using a
combination of them could be proved a more reliabld successful way to detect
malicious URLSs.

The first method that uses a static heuristics @gagr combined with a high
interaction client honeypot is, in general, anaiéint method. It is able to detect zero-
day attacks (attacks that exploit a vulnerabildgy ihich no patch has been released)
and recognize malicious web sites with a falsetpasrate of zero, things. The most
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important drawback of this detection mechanismtssimability to detect certain

malicious web sites. The problem derives from thet that the attack targets very
specific vulnerabilities. If the web browser used the client honeypot is not

compatible with the vulnerability the exploit sdrtprgets, the attack will fail and the
malicious behavior of the web site will not be d¢tel.

The second method that observes the underlying &idiSveb server relationships to
detect malicious web pages has the privilege ofidp@mplemented in any client
capable of rendering a web page. It does not Hawve¢ed of a client honeypot that
requires considerable resources that may affechsemuently, the system’s
performance. However, it also has the disadvarméget identifying certain attacks.
As discussed in Section 3, some malicious scripgsdarectly injected in the web
server by either using a cross-site scripting kttacby compromising a database. In
this case, the web page will appear to be comiog fone source, thus the machine
learning algorithm will classify it as non-malicieu

6 CONCLUSION

Drive-by download attacks are considered to be gntlbe most threatening malware
distribution techniques nowadays, concerning theurg®y world more and more.
Targeting vulnerabilities and taking advantagehsf wide spread of Internet users,
adversaries intend to gain access in the victimismuter to fulfill their malicious
purposes silently via infecting “innocent” web site

The effects drive-by download attacks cause andr#oes they leave on the victim’s
computer vary according to the type and the functibthe malware installed in the
computer. The number of processes running afteattaek is increased due to the
execution of the malicious files that spread rapidithout the user realizing it.
Registry keys are created to ensure the existehogabvare in the system and the
continuation of their malicious activities. Netwaraffic faces a rise too, due to the
number of connections established to differentessrior the download of malicious
software and the number of TCP packets sent.

Although, the client-based attacks are an incngathreat in the web no big steps
have been made for their successful detection aenkption. Anti-virus programs,

firewalls and intrusion detection systems have edoto be an effective method to
encounter different types of malware, but theyreokthat efficient when it comes to
browser exploitation and drive-by downloads. A nembf mechanisms have been
developed to detect malicious URLSs, but they hawt bbeen tested under actual
conditions.
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A solution to this problem is urgent to be found lalselieve that the drive-by
download threat will continue to be on the top leé future’s challenges and maybe
even worse than that. Cybercriminals will alwayadfiholes to continue their

organized actions for committing fraud and stealisgnsitive data towards
commercial purposes and financial gain.
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