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Plan de la formation

Introduction

1. Déployer Sophos en entreprise
Configurer le Firewalling Avancé
Gérer Webserver Protection
Configurer le VPN pour entreprise
Gérer le HA et le WIFI sur un XG
Dépanner sur XG FW

Conclusion
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Préparer la certification Sophos XG
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Les prérequis du Lab

Une machine avec 16Go de RAM
VMware Workstation/Fusion (ou ESXi)
deux VM Sopos XG Firewall

Une marchine serveur de test
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Gateway Mode
Bridge Mode
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. 4. Application Classification
Firewall Framework 5. Packet Filter
Incoming packets 8 .'I/PS . Outgoing packets
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1. RAW packet processing ’

7. Masquerading
8. SNAT

9. Protocol Helper
10.Conntrack
11.QoS

2. Conntrack
3. DNAT
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Web Server Authentification

* Optionally customize and upload an HTML form template to display to users who
are logging in
EGRCUEEES « PROTECT > Web Server > Authentication Templates

* Configure the authentication policy
* Present basic or form based login
Authentication
Policy * Select allowed users/groups

 Select the authentication policy
e Business Application Rule

Business

INTroweeN « Path-specific routing




Alphorm.com-Support de la 26/08/2020
formation SOPHOS XG FIREWALL
: Niveau Expert

SOPHOS

XG FIREWALL

Niveau Expert

SOPHOS

XG FIREWALL

Niveau Expert

Configurer le VPN site-to-site

Mohamed Anass EDDIK



Alphorm.com-Support de la 26/08/2020
formation SOPHOS XG FIREWALL
: Niveau Expert

SOPHOS

XG FIREWALL

iveau Expert

S'authentifier avec un certificat

A

Mohamed Anass EDDIK

SOPHOS

XG FIREWALL

Certificate Authentification

Niveau Expert




Alphorm.com-Support de la 26/08/2020
formation SOPHOS XG FIREWALL
: Niveau Expert

SOPHOS

XG FIREWALL

Niveau Expert

SOPHOS

XG FIREWALL

Niveau Expert

Configurer le NAT Overlap

Mohamed Anass EDDIK



Alphorm.com-Support de la 26/08/2020
formation SOPHOS XG FIREWALL
: Niveau Expert

SOPHOS

HEal | C'est quoi le NAT Overlap ?

Niveau Expert

AR &
[ A & R
-’ L | 4

SOPHOS

XG FIREWALL

Niveau Expert




Alphorm.com-Support de la 26/08/2020
formation SOPHOS XG FIREWALL
: Niveau Expert

SOPHOS

XG FIREWALL

iveau Expert

Geérer le VPN Failover

A

Mohamed Anass EDDIK

SOPHOS

XG FIREWALL P I a n
i
Nivi

iveau Expert

VPN Failover
VPN Failover link Multiple



Alphorm.com-Support de la

formation SOPHOS XG FIREWALL
: Niveau Expert

VPN Failover

b T am
=5 = "?@@
VPN Failover link multiple
P o8 T g AP

~ 53

26/08/2020



Alphorm.com-Support de la 26/08/2020
formation SOPHOS XG FIREWALL
: Niveau Expert

SOPHOS

XG FIREWALL

Niveau Expert

SOPHOS

XG FIREWALL

Niveau Expert

Manager les RED

Mohamed Anass EDDIK



Alphorm.com-Support de la 26/08/2020
formation SOPHOS XG FIREWALL
: Niveau Expert

Load balancing and Failover

ispl.sophos.www Uplink 1 ispl.sophos.www Uplink 1
IS
XG Firewall . RED 50 XG Firewall ([ ) RED 50
N
isp2.sophos.www Uplink 2 isp2.sophos.www Uplink 2
ispl.sophos.www Uplink 1 ispl.sophos.www Uplink 1
‘ D s
X6 Firewall (1) RED 50 XG Firewall l.’ ‘@ RED 50
N\ L
isp2.sophos.www Uplink 2 isp2.sophos.www Uplink 2

SOPHOS

XG FIREWALL

Niveau Expert




Alphorm.com-Support de la 26/08/2020
formation SOPHOS XG FIREWALL
: Niveau Expert

SOPHOS

XG FIREWALL

iveau Expert

Découvrir le Réseau Mesh

A

Mohamed Anass EDDIK

Type de réseau Mesh

Wireless bridge

© en @®

Wireless repeater

© ©n @on am



Alphorm.com-Support de la 26/08/2020
formation SOPHOS XG FIREWALL
: Niveau Expert

SOPHOS

XG FIREWALL

SOPHOS

XG FIREWALL

Performance et déploiement

Mohamed Anass EDDIK



Alphorm.com-Support de la 26/08/2020
formation SOPHOS XG FIREWALL
: Niveau Expert

SOPHOS

XG FIREWALL P Ia n
i
Nivi

iveau Expert

Performance
Probleme de déploiement

SOPHOS

XC~A2 FIREWALL l Pe rfo rma n ce

Niveau Expert




Alphorm.com-Support de la 26/08/2020
formation SOPHOS XG FIREWALL
: Niveau Expert

SOPHOS o

R Probleme de performance
Couverture
Interférence

Utilisation de fréquence

SOPHOS

Vd
<R Demo
> )
iveau Exper

.III{IIIﬂI




Alphorm.com-Support de la 26/08/2020
formation SOPHOS XG FIREWALL
: Niveau Expert

SOPHOS

XG FIREWALL

iveau Expert

Comprendre le HA Packet flow

A

Mohamed Anass EDDIK

SOPHOS

=)o), HA Packet Flow

iveau Expert

.




Alphorm.com-Support de la 26/08/2020
formation SOPHOS XG FIREWALL
: Niveau Expert

SOPHOS

XG FIREWALL

.III{IIIﬂI

SOPHOS

XG FIREWALL

Configurer le HA

Pg

Mohamed Anass EDDIK



Alphorm.com-Support de la 26/08/2020
formation SOPHOS XG FIREWALL
: Niveau Expert

SOPHOS

XG FIREWALL

Niveau Expert

Utiliser le TCPDUMP
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TCPDUMP

How to view traffic of the... tcpdump command Example

specific host tcpdump "host <ipaddress>’ tcpdump ‘host 10.10.10.1°
specific source host tcpdump ‘src host <ipaddress>’ tcpdump ‘src host 10.10.10.1°
specific destination host tcpdump ‘dst host <ipaddress>’ tcpdump ‘dst host 10.10.10.1"
specific network tcpdump ‘net <network address>’ tcpdump ‘net 10.10.10°
specific source network tcpdump 'src net <network address>’ tcpdump ‘src net 10.10.10°
specific destination network tcpdump ‘dst net <network address>’ tcpdump ‘dst net 10.10.10
specific port tcpdump ‘port <port-number>’ tcpdump ‘port 21’

specific source port tcpdump 'src port <port-number>’ tcpdump ‘src port 21’

specific destination port tcpdump ‘dst port <port-number>’ tcpdump ‘dst port 21’

specific host for the particular port tcpdump ‘host <ipaddress> and port <port-number>’ tcpdump ‘host 10.10.10.1 and port 21’

the specific host for all the ports except SSH tcpdump ‘host <ipaddress> and port not <port-number>’ tcpdump ‘host 10.10.10.1 and port not 22’

tcpdump ‘proto ICMP’

tcpdump ‘proto UDP’
specific protocol ) ,

tcpdump ‘proto TCP

tcpdump ‘arp’

paritcular interface tcpdump interface <interface> tcpdump interface PortB

specific port of a particular interface tcpdump interface <interface> ‘port <port-number>’ tcpdump interface PortB ‘port 21’
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Déployer Sophos en entreprise
Configurer le Firewalling Avancé
Gérer Webserver protection
Configurer le VPN pour entreprise
Gérer le HA et le WIFI sur un XG
Dépanner sur XG FW

SOPHOS
XC'SFIREWALL : cursus Sophos XG 17.5
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SOPHOS XG FIREWALL : Les fondamentaux SOPHOS XG FIREWALL : Avancé

Sophos XG Certified Engineer

Sophos XG Certified Architect
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